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Software Failure Analysis

pressure < 10
pressure < 10 && volume>300
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Software Fallure Internals

Example: altitude adj ==0 && volume < 2.2 (2-way interaction)

if ( altitude_adj==0){
// do something
if ( volume < 2.2) {faulty code! BOOM! }
else { good code, no problem}

} else {

// do something else

altitude_adj ==
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How about flaws that are harder to find ?
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What about other applications?

Server (green)
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Others?

Browser (magenta)
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Still more?
NASA Goddard distributed database (light blue)
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Even more?

FAA Traffic Collision Avoidance System module (seeded
errors) (purple)
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Finally

Network security (Bell, 2006) (orange)
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Fault curve pushed down and right
as faults detected and removed?
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Interaction Rule
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How do we use this knowledge In testing?
A simple example
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How Many Tests Would It Take?
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Now How Many Would It Take?
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A covering array
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How does this knowledge help?
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Combinatorial Coverage Measurement

Tests Variables

Variable pairs Variable-value
combinations
covered

1 O O 0 O

3 1 0 0 1

ac 00, 01, 10

cd 00, 01, 10, 11

Coverage

1.0
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Cowv ==0
Cov ==0
Cov==0
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Bottom line:
i %%A)# All combinations

100% coverage of 33% of combinations
75% coverage of half of combinations
50% coverage of 16% of combinations

covered to at least 50%
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Coverage
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Adding a test
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Coverage

Adding another test
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Coverage after adding test [1,0,1,1]
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Additional test co

Coverage

1

0.9

0.8

0.7

0.6

0.5

0.4

0.3

0.2

0.1

0.45 0.55
Combinations

Coverage after adding test [1,0,1,0]
All combinations covered to 100% level,
SO0 this is a covering array.

mpletes coverage

Coverage for file
Total 2-way =1.000
Cov>==0.00=6%6=1.00
Cov>=005=6%6=1.00
Cov>==010=6%6=1.00
Cov>=015=6%6=1.00
Cov>==020=6%6=1.00
Cov>=025=6%6=100
Cov>=030=6%6=1.00
Cov>=035=6%6=100
Cov>=040=6%6=1.00
Cov>==045=6%6=1.00
Cov>=050=6%6=1.00
Cov>=055=6%6=1.00
Cov>=060=6%6=1.00
Cov>=065=6%6=1.00
Cov>==070=6%6=1.00
Cov>=075=6%6=1.00
Cov>=080=6%6=1.00
Cov>=085=6%6=1.00
Cov>=090=6%6=1.00
Cov>=095=6%6=1.00
Cov>=1.00=6%6=1.00
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Coverage Measurement Tool

NIST

Autodetect N tests, N pams

Number of tests 489 [

MNumber of parameters iBE _

Combi_na_torial Coverage Measurement

@ Detectall values automatically

Set boundanes for eguivalence classes

i T - = | Parameter 0 Detect ” Prev ] [ Next ] Nclasses |2 |-:_:|| | Set | Boundary [0 | | = [ Save bound |
oetnumoer oftests and parameters ; — — '
i | Values for this parameter:
[ Load input file l l Show input file ] |ﬂ'-1
7489 tests, 82 parameters loaded
¢ 0= 1 e
StereoT4B9E2 csv
Compute 2-way coverage 09 Cov l‘;'uﬂh;}m:nﬂ]) 1,000
- >= 000 =88560/88560 = 1.
Cov >=0_05= 8256028560 = 1.000
[ Compute 3-way coverage ] 08 I EW>=g_}g=EEM=}_%
- ov>=10_ =mm’= i
-I Cov >=10_20=88560V88560 = 1.000
l Clear chart I l Save chart ] 07 Eg>=g-%=m55?mﬁm=}%
=>={. =m m,: i
Cov >=10.35= 8350583560 = 0.999
l i ] 0.6 Cov =>=0.40= 8838028560 = 0.998
-3 Cov >=10_45=88041/88560 = 0.9
Chart g ok Cov >=0.50=27762/88560 = 0.991
X = proportion of combinations z "= %ﬁ::gg:m:g%
Y =combination vanable-value coverage o 04 Cov >=0.65=73116/88560 = 0.826
E Cov >=0.70="71208/38560 = 0.504
Cov >=0.75="T0391/88560 = 0.795
2 way stats: 03 Cov >=0_80=560191/88560 = 0.680
Combinations: 3,321 : Cov>=0.85="50154/83560 = 0.668
Vvl coms. 14761 Cor>-0.6-inBusn 0=
Total coverage: 0.940 0.2 Cov >=1.00=46865/88560 = 0529
— Zuay
0.1 — 3way
3 way stats: 0
Somb|?anong:£!28é51{3§]5 0.00 0.10 0.20 0.30 0.40 0.50 0.60 0.70 0.80 0.90 1.00
arfval coms: 828, 0.05 0.15 0.25 0.35 045 0.55 0.85 075 0.85 085
Total coverage: 0.831 Corbinaiions
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Combinatorial Coverage Measurement

@ Detect all values automatically

0

Parameter Jetect Next Nclasses 2 Boundary |0 =
Values for this parameter.
]E-S. E-4
1 Coverage for fie
thicav
05 Total 3-way =0457
3 Cov>=0.00=44=1.000
Cov>=0.05=414=1.000
0.8 Cov>=0.10=44 =1.000
: Cov>=0.15=4/4 =1.000
Cov>=020=44=1.000
0.7 Cov>=025=4/4=1.000
’ Cov>=0.30=44=1.000
Cov>=0.35=44=1.000
0.6 Cov>=040=44=1.000
2 Cov >=045=14=0250
= Cov >=050=14=0250
g 05 Cov >=0.55=1/4 =0250
3 Cov >=0.60= 1/4 =0250
Cov >=0.65=1/4=0250
0.4 Cov >=0.70=1/4=0250
Cov>=0.75=1/4 =0250
0.3 Cov >=0.80=04 =0.000
: Cov >=0.85=0/4 =0.000
Cov >=0.90=04 =0.000
0.2 Cov >=0.95= V4 = 0,000
’ Cov >=1.00=0/4 =0.000
— Jway
0.1 — Jway
— dway
0
0.00 0.10 0.20 030 0.40 0.50 0.60 0.70 0.80 0.80 1.00
0.05 0.15 0.25 0.35 045 0.55 0.65 0.75 0.85 0.85

Combinations

20

40

80

&'$ #&




%ll

| Gouplot (window id - 0]

meza@aaal i ?

view: 60,0000, 20,0000 scale: 1.00000, 1.00000

&'1$ #&$

i

)



Combinatorial Coverage Measurement

@ Detectall values automatically

Parameter 0 Detect Nclasses 3 = =t | Boundary :D = |

Values for this parameter:
Eglin_F-16, Nellis_F-16, Nellis_F-15

0 20 40 60 80 ]
| o
1 Coverage for fie
thi-xi-1osv
03 Total 3-way =0.709

08 Cov >=0.10=35735=1.000
: T Cov >=0_15= 3535 = 1.000

— Cov >=0.20= 25735 =1.000
07 Cov >=0.25= 25735 =1.000

Cov >=0.30=23535=1.000
Cov >=0.35=3035=0857
0.6 Cov >=0.40-30/35 - 0.857
Cov >=0.45-30/35-0.857
Cov >=0.50=3035 =085/
0.5 Cov>=055=-2535=0714
Cov>=060=2535=0714
Cov>=065=2535=0714
0.4 Cov>=0.70=2535=0714
i Cov>=075=2535=0714
1 Cov >=0.80= 2035 = 0571
I Cov >=0.85=2035=0571
M Cov >=0.90=2035=0571
Cov >=0.95=20/35 =0571
] Cov >=1.00=2035=0571
— Zway
— Jway
— dway

Coverage

0.3

0.2

0.1

0.00 0.10 020 0.30 040 0.50 0.60 0.70 0.80 0.50 1.00
0.05 0.15 0.25 0.35 045 0.55 0.65 0.75 0.85 085

Combinations -1 0 1 2 3 4 5




[ [l5] Gnuplot (window id :!

1L Gnuplot (window id : 0)

MEFTITEY | e eweealn?

w w w

[T SO S SR RN
wn

view: 66,0000, 28.0000 scale: 1.00000, 1.00000

view: 44,0000, 336.000 scale: 1.00000, 1.00000

$ %% #



Coverage for fle
randcsv
Total 3-way =0.586

0.9 [ 1 Cov >=0.00= 1651165 = 1.000
- Cov >=0.05=165165=1.
0.8 Cov >=0.10="165165=
: Cov >=0.15= 165165
Cov >=0.20- 165165
07 Cov >=0.25= 165165
: Cov >=0.30= 165165
Cov >=0.35-165165=1.
0.6 Cov >=0.40= 165165 =1.000
Cov >=0.45= 165165 = 1.000
| Cov >=0.50="157/165 = 0.952
0.5 Cov >=0.55="101165=0.612
Cov >=0.60=53165=0.321
Cov >=0.65= 45165 = 0273
0.4 Cov >=0.70=45165=0273
Cov >=0.75=45165=0273
0.2 Cov >=0.80=45165=0273
. Cov >=0.85=45/165=0273
Cov >=0.90= 4065 = 0.242

8888888

[ ———

Coverage

0.2 Cov>=0.95=27165=0.164
’ Cov >=1.00=27165=0.164
— 2way
0.1 — Jway
dway
0
0.00 010

| [] Gnuplot (window id : 0]
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Coverage
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Coverage for file
jurkcsv

|
Total 3-way =0.577

Cov ==0.00=165M165=1.000
Cowv >=0.05= 165165 =1.000
Cov =>=0.10= 165165 =1.000
Cov >=0.15=165M65=1.000
Cov >=0.20=165M165=1.000
Cov >=0.25=161/165=0976
Cov >=0.30=156M65=0945
Cov >=0.35=156"65=0945
Cowv >=0.40= 156165 =0945
Cov >=0.45=156M65=0.945
Cov ==0.50=150M65=0903
Cowv >=0.55= 110165 = 0.667
Cov >=0.60=5%165=0.358
Cov >=0.65=45M165=0273
Cov >=0.70=44M165 = 0267
Cov >=0.75=44M65=0267
Cov >=0_80=44M165 = 0267
Cov >=0.85=44165 = 0267
Cov >=0.90=43165=0261
Cov >=0.95=27T165=0164
Cov >=1.00=27165=0164

— 2way

— Jway

dway
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Combinatorial Coverage Measurement

& Datect all values auomatically

| 1
Parameter 0 [ Prew || Nex | mMeosses 2 Boundary 0 = =
Valuas for this parameter
]u. 1
1 Civernae o fie
| (i =LLIaE1
05 | [ Cov >=0.00= = 1,000
L] Coo = ), 05 - ERSEOERSED - 1.000
08 I o 3=, 110 = ERSEIERSGD = 1.000
I | Cow =0, 15 - ERSEIVERSED - 1.000
Cow e 1,20 = ERSEOERSED - 1.000
07 ] Cow >« 0,25~ EISHYERSED - 1,000
[_ Ciovw e [, 30 = ESSATEESED = 1,000
] Cow =15 = ERSISRASED = (1959
06 Cow = 40 = BRIAVEASED = [958
& | o =01 45 = BB04 1/BE550 = 0,594
3 o Cow =) 50 = ET7RBR560 = 1991
£ 05 Cow > .55 = BES/HER560 = (1968
3 Cow = 5l = BSEVESSED = (1953
it En :-g.ﬁ-ﬁlm-&g
ow =) = T1 SRR =
LI Cow el 75 = TS EESE = 0 795
6a Cow = E = B9 1/E3560 = 0580
Cow = [B5 = SI15UEI5E = [ 56E
Coaw e .50 = 4§ T5IXER560 = 0537
02 Covw »= .55 = 4EEE0EESE) = 0.529
Cow »e= 1D = 4EERSEINE0 = 0529
— oy
01 BE-
wy
— i
1]
300 gy 02 ik} G20 53 067 0. 080 d2a 100
ao a5 a8 038 45 55 088 075 .85 .85
Combanabons
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